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Abstract 

The rapid expansion of the Internet of Things (IoT) has introduced significant security 

challenges due to heterogeneous devices, high-dimensional data, and evolving 

cyberattacks. Traditional intrusion detection systems (IDSs) often struggle to achieve high 

accuracy while maintaining computational efficiency in such environments. This thesis 

proposes an enhanced deep learning-based IDS that integrates a dual statistical feature 

selection framework to improve detection performance and reduce computational 

complexity. The proposed approach combines Pearson correlation and Mutual Information 

in a two-stage feature selection process to identify the most relevant features from IoT 

network traffic. This framework is integrated with a fully connected deep neural network 

designed to learn complex intrusion patterns. Two IDS architectures are evaluated using 

the NSL-KDD and RT-IoT2022 datasets. Experimental results show that the proposed 

system achieves high detection accuracy, exceeding 99% in most scenarios, while reducing 

training time. Comparative analysis with existing machine learning and deep learning 

approaches confirms the effectiveness and robustness of the proposed solution for IoT 

intrusion detection. 

Keywords: IoT Security, Intrusion Detection, Deep Learning, Feature Selection, Network 

Security 
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Résumé 

L'expansion rapide de l'Internet des objets (IoT) a entraîné d'importants défis en matière 

de sécurité en raison de l'hétérogénéité des appareils, des données à haute dimensionnalité 

et de l'évolution des cyberattaques. Les systèmes traditionnels de détection d'intrusion 

(IDS) ont souvent du mal à atteindre une grande précision tout en conservant une efficacité 

computationnelle dans de tels environnements. Cette thèse propose un IDS amélioré basé 

sur l'apprentissage profond qui intègre un double cadre de sélection des caractéristiques 

statistiques afin d'améliorer les performances de détection et de réduire la complexité 

computationnelle. L'approche proposée combine la corrélation de Pearson et l'information 

mutuelle dans un processus de sélection des caractéristiques en deux étapes afin d'identifier 

les caractéristiques les plus pertinentes du trafic réseau IoT. Ce cadre est intégré à un 

réseau neuronal profond entièrement connecté conçu pour apprendre des modèles 

d'intrusion complexes. Deux architectures IDS sont évaluées à l'aide des ensembles de 

données NSL-KDD et RT-IoT2022. Les résultats expérimentaux montrent que le système 

proposé atteint une précision de détection élevée, supérieure à 99 % dans la plupart des 

scénarios, tout en réduisant le temps de formation. Une analyse comparative avec les 

approches existantes d'apprentissage automatique et d'apprentissage profond confirme 

l'efficacité et la robustesse de la solution proposée pour la détection des intrusions dans 

l'IoT. 

Mots clés: sécurité IoT, détection d'intrusion, apprentissage profond, sélection de 

caractéristiques, sécurité réseau 
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 الملخص 

إلى ظهور تحديات أمنية كبيرة بسبب الأجهزة غير المتجانسة والبيانات عالية   (IoT) أدى التوسع السريع في إنترنت الأشياء

صعوبة في تحقيق دقة عالية مع   (IDS) الأبعاد والهجمات الإلكترونية المتطورة. غالبًا ما تواجه أنظمة كشف التسلل التقليدية

محسّنًا قائمًا على التعلم العميق يدمج إطار  IDS الحفاظ على الكفاءة الحسابية في مثل هذه البيئات. تقترح هذه الأطروحة نظام

عمل مزدوج لاختيار الميزات الإحصائية لتحسين أداء الكشف وتقليل التعقيد الحسابي. تجمع الطريقة المقترحة بين ارتباط بيرسون 

كة مرور شبكة إنترنت الأشياء.  والمعلومات المتبادلة في عملية اختيار الميزات على مرحلتين لتحديد الميزات الأكثر صلة من حر

باستخدام  IDS يتم دمج هذا الإطار مع شبكة عصبية عميقة متصلة بالكامل مصممة لتعلم أنماط التسلل المعقدة. تم تقييم بنية

أظهرت نتائج التجارب أن النظام المقترح يحقق دقة كشف عالية، تتجاوز   RT-IoT2022. و  NSL-KDD مجموعتي بيانات

٪ في معظم السيناريوهات، مع تقليل وقت التدريب. يؤكد التحليل المقارن مع نهج التعلم الآلي والتعلم العميق الحالية فعالية  99

 .ومتانة الحل المقترح لاكتشاف التسلل إلى إنترنت الأشياء

 أمن إنترنت الأشياء، كشف التسلل، التعلم العميق، اختيار الميزات، أمن الشبكات الكلمات المفتاحية:
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Chapter 1 

Introduction 

1.1. Background and Context 

The Internet of Things (IoT) has emerged as one of the most trans-formative technological 

paradigms of the 21st century, fundamentally reshaping how we interact with our physical 

environment. The number of connected IoT devices is projected to continue its rapid 

expansion, with an estimated growth rate of approximately 14% in 2025. Current forecasts 

suggest the global IoT ecosystem will encompass nearly 39 billion devices by 2030, 

exceeding 50 billion by 20351. This unprecedented connectivity promises enhanced 

efficiency, automation, and data-driven decision-making across virtually every sector of 

human activity. However, the rapid proliferation of IoT devices has introduced significant 

cybersecurity challenges that traditional security frameworks struggle to address. Unlike 

conventional computing systems, IoT devices are characterized by severe resource 

constraints, heterogeneous communication protocols, limited computational capabilities, 

and often inadequate built-in security mechanisms. These inherent limitations create a 

vast attack surface that malicious actors increasingly exploit to launch sophisticated cyber 

attacks, including distributed denial-of-service (DDoS) attacks, data breaches, and device 

hijacking. 

The consequences of IoT security breaches extend far beyond individual privacy concerns. 

Critical infrastructure systems, healthcare networks, and smart city deployments rely 

heavily on IoT technologies, making them potential targets for nation-state actors and 

cybercriminal organizations. The 2016 Mirai botnet attack, which compromised hundreds 

of thousands of IoT devices to launch massive DDoS attacks, demonstrated the 

 
1 “Number of connected IoT devices growing 14\% to 21.1 billion.” Accessed: Nov. 20, 2025. [Online]. 

Available: https://iot-analytics.com/number-connected-iot-devices/ 
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catastrophic potential of IoT vulnerabilities. More recently, attacks on healthcare IoT 

systems during the COVID-19 pandemic highlighted the life-threatening implications of 

inadequate IoT security. Traditional network security approaches, designed for resource-

rich environments with predictable traffic patterns, prove inadequate for the dynamic, 

heterogeneous, and resource-constrained IoT ecosystem. Conventional signature-based 

intrusion detection systems (IDS) struggle with the high volume of network traffic, the 

diversity of IoT protocols, and the rapidly evolving threat landscape. Similarly, rule-based 

security systems lack the adaptability required to detect novel attack patterns and zero-

day exploits that frequently target IoT networks. 

1.2. Problem Statement 

The fundamental challenge in IoT intrusion detection lies in developing security 

mechanisms that can effectively identify malicious activities while operating within the 

severe constraints imposed by IoT environments. Existing intrusion detection systems face 

several critical limitations when applied to IoT networks: 

• Scalability Issues: IoT networks produce massive volumes of varied data across 

diverse devices with varying communication patterns. Traditional IDS struggle to 

process this scale of information in real-time while maintaining acceptable detection 

accuracy. 

• Feature Engineering Complexity: IoT network traffic exhibits unique characteristics 

that differ significantly from conventional network communications. The high 

dimensionality of IoT data, combined with irrelevant and redundant features, 

creates significant challenges for machine learning based detection systems. 

• Resource Constraints: Many IoT devices operate with limited processing power, 

memory, and energy resources. Security solutions must be lightweight and efficient 

to be practically deployable in resource-constrained environments. 



CHAPTER 1. INTRODUCTION 

 
3 

 

• Dynamic Threat Landscape: IoT attacks evolve rapidly, with new attack vectors 

and techniques emerging continuously. Static detection models quickly become 

obsolete, requiring adaptive approaches that can learn and evolve with changing 

threat patterns. 

• False Positive Rates: High false positive rates in existing systems lead to alert 

fatigue and reduced trust in security mechanisms. This issue becomes especially 

challenging in IoT settings, where normal device operations may exhibit substantial 

variation. 

• Real-time Detection Requirements: Multiple IoT applications, particularly in 

healthcare and industrial control systems, require real-time threat detection to 

prevent potentially catastrophic consequences. Existing systems often cannot meet 

these stringent latency requirements. 

These challenges necessitate a paradigm shift toward intelligent, adaptive, and efficient 

intrusion detection mechanisms specifically designed for IoT environments. The 

integration of deep learning techniques with advanced feature selection methods presents 

a promising approach to address these limitations, but significant research gaps remain in 

optimizing such systems for IoT-specific requirements. 

1.3 Research Objectives 

The prime goal of this research is to develop a robust and efficient intrusion detection 

system (IDS) for IoT networks by combining advanced deep learning techniques with a 

novel hybrid feature selection framework. This study focuses on enhancing the accuracy, 

efficiency, and generalizability of IoT intrusion detection while addressing the 

computational challenges associated with resource-constrained IoT environments. 

To achieve this goal, the research is structured around the following specific objectives: 
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1. Development of a Two Stage Filter-Based Feature Selection Framework: 

Design and implement a two-stage statistical feature selection methodology capable 

of identifying the most relevant and informative features from IoT network traffic. 

This framework aims to reduce the dimensionality of the input data, minimize 

computational overhead, and maintain feature interpretability, thereby facilitating 

more efficient and effective intrusion detection. 

2. Design of an Optimized Deep Learning Architecture: Develop a tailored 

deep learning model optimized for IoT intrusion detection. The architecture is 

intended to learn complex patterns and relationships within network traffic data 

while ensuring computational efficiency, enabling its deployment in real-world IoT 

systems with limited resources. 

3. Integration of Feature Selection with Deep Learning M odels:  Establish a 

seamless integration strategy that combines the dual statistical feature selection 

framework with the deep learning model. This integration is aimed at enhancing 

the system’s detection performance, improving learning efficiency, and reducing the 

computational cost associated with processing high-dimensional network data. 

4. Comprehensive Performance Evaluation: Conduct extensive experimental 

evaluations using multiple IoT datasets to rigorously assess the proposed IDS. The 

evaluation will focus on key performance indicators, including detection accuracy, 

false positive rates, computational efficiency, and scalability, providing evidence of 

the system’s effectiveness and practical applicability in diverse IoT scenarios. 

Through these objectives, this research seeks to provide a highly accurate, computationally 

efficient, and scalable IDS solution that can address the growing security challenges in IoT 

networks while contributing new methodologies for feature selection and deep learning 

integration in intrusion detection. 
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1.4 Research Questions 

This research addresses the following fundamental questions: 

• RQ1: How can feature selection techniques be optimized and combined to effectively 

reduce the dimensionality of IoT network data while preserving critical information 

necessary for accurate intrusion detection? 

• RQ2: What deep learning architecture configurations are most suitable for processing 

IoT network traffic data and detecting various types of cyber attacks in resource-

constrained environments? 

• RQ3: How can hybrid feature selection be effectively integrated with deep learning 

models to achieve an optimal balance between detection accuracy and computational 

efficiency? 

• RQ4: To what extent can the proposed dual filter-based feature selection combined 

with deep learning outperform existing state-of-the-art intrusion detection methods in 

terms of accuracy, precision, recall, and F1-score across different types of IoT attacks? 

• RQ5: How does the proposed system perform across different network environments 

and attack scenarios, and what factors influence its adaptability and generalizability? 

1.5. Scientific Contributions 

The primary novel contributions of this research are: 

1. A dual-stage hybrid feature selection framework that systematically combines 

Pearson correlation and Mutual Information in a complementary manner 

2. An empirically-validated threshold selection strategy optimized for IoT traffic 

3. Seamless integration architecture between the feature selection module and DNN 
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4. Comprehensive evaluation demonstrating considerable improvement over existing 

hybrid approaches 

This research has produced two primary scientific contributions, which have been 

disseminated in peer-reviewed venues: 

• A journal paper entitled “Enhancing IoT Intrusion Detection: Deep Learning with 

Dual Statistical Feature Selection”, published in the International Journal of 

Intelligent Engineering & Systems, vol. 18, no. 9, 2025. 

• A conference paper entitled “A Deep Neural Network-Based Intrusion Detection 

System for IoT Networks Using Feature Selection and Multi-Class Classification”, 

presented in The First IEEE/International Conference on Artificial Intelligence and 

Cyber Physical Systems AICPS'25, 02-03 November 2025, Mascara, Algeria 

1.6. Thesis Organization 

This dissertation is organized into five main chapters, each addressing specific aspects of 

the research work, as outlined below: 

• Chapter 1: Introduction: This chapter introduces the research context, 

motivation, and significance of intrusion detection in IoT networks. It presents the 

research problem, objectives, and contributions, providing a clear overview of the 

study’s scope and rationale. 

• Chapter 2: Background and Theoretical Foundation : This chapter presents 

the essential background knowledge and theoretical concepts necessary for 

understanding the research. It covers IoT architectures, network security challenges, 

machine and deep learning principles, and feature selection techniques relevant to 

intrusion detection. 
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• Chapter 3: Related Work: A comprehensive review of existing research is 

presented in this chapter. It examines current machine learning and deep learning 

methodologies for intrusion detection systems, including techniques for selecting 

relevant features, highlighting their strengths, limitations, and gaps that motivate 

the proposed study. 

• Chapter 4: Proposed Deep Learning-Based IDS Architecture and 

M ethodology: This chapter details the design and development of the proposed 

IDS. It introduces the two proposed deep learning-based architecture, and the 

methodology for integrating feature selection with deep learning models to enhance 

detection performance. 

• Chapter 5: Experimental Setup, Results and Discussion : The experimental 

evaluation of the proposed IDS is presented in this chapter. It includes the dataset 

description, implementation details, performance metrics, per-class evaluation, and 

comparative analysis with existing approaches. The discussion also highlights key 

insights from the results. Additionally, this chapter addresses the limitations of the 

proposed approach and outlines directions for future research, providing guidance 

for further improving IoT intrusion detection systems. 

• General Conclusion: This final section summarizes the research contributions, 

discusses the limitations, and outlines directions for future work. It emphasizes the 

significance of the study’s findings and their potential impact on IoT security. 
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Chapter 2 

Background and Theoretical Foundation 

2.1. The Internet of Things (IoT) 

2.1.1. IoT Definition 

The concept of the Internet of Things (IoT) was first introduced in 1999 by Kevin Ashton. 

At its core, the paradigm posits that ordinary objects —equipped with constrained 

computational capacity and energy resources— can be rendered “smart” through the 

integration of sensing, actuation, and communication capabilities. These heterogeneous 

devices are thereby enabled to interconnect autonomously, exchange data, collaborate 

toward shared objectives, and transmit collected environmental or operational information 

to broader network infrastructures. This interoperability is achieved through the use of 

diverse yet compatible wireless communication protocols, wherein computing and 

connectivity functions are invisibly and pervasively embedded within the physical objects 

themselves [1]. Consequently, a wide array of entities, including conventional electronic 

devices, mobile appliances, household items (e.g., refrigerators and dishwashers), 

environmental control systems, wearable textiles, foodstuffs, livestock, and even flora—

may now be augmented with embedded sensing, computation, processing, and 

communication functionalities. By creating digital representations (counterparts) of 

virtually any physical object or phenomenon, the IoT enables these entities to interact 

and exchange information autonomously over diverse wireless technologies, such as RFID, 

ZigBee, wireless sensor networks (WSN), WLAN, NFC, DSL, GPRS, 3G/4G, LTE, and 

Bluetooth [2], [3]. Indeed, Numerous definitions and reference architectures for the Internet 

of Things (IoT) have been proposed by standardization bodies and industry consortia. 

Notably, per the Institute of Electrical and Electronics Engineers (IEEE), the IoT consists 

of objects with integrated sensors that communicate through the Internet [4].  
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According to the European Telecommunications Standards Institute (ETSI), the preferred 

terminology is “machine-to-machine (M2M)” communication instead of “Internet of 

Things.” M2M is defined as a system where machines communicate, decide, and operate 

independently, without requiring direct human supervision [5]. The Cisco organization 

employs the term “Internet of Everything (IoE),” defining it as a networked ecosystem 

encompassing people, processes, data, and things. Within this framework, information is 

generated, analyzed, and acted upon as it flows across interconnected entities [6]. 

2.1.2. IoT Architecture 

Over the past decade, a multitude of Internet of Things (IoT) architectures have been 

introduced in academic literature. For example, the middleware-based architecture, the 

Service Oriented Architecture (SOA-based), and the five-layer architecture. The latter 

categorizes the IoT framework into five distinct layers as shown in Figure 2.1: the 

perception, sensing, or device layer; the network, transmission, or communication layer; 

the middleware/service management layer; the application layer; and the business layer, 

as depicted. However, among the array of proposed architectures, the foundational 

(general) common model is recognized as the three-layer architecture, which comprises the 

perception layer, the network layer, and the application layer. 
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Figure 2.1. Five-Layer Architecture of the Internet of Things (IoT) [7] 

2.1.3. IoT Characteristics 

The Internet of Things (IoT) environments are characterized by several unique features 

that significantly influence their design and functionality. These characteristics include 

heterogeneity, scalability, resource constraints, mobility, and dynamic topologies, each 

presenting distinct challenges and opportunities for IoT applications. Understanding these 

aspects is crucial for developing effective IoT systems. 
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• Heterogeneity: IoT networks consist of a diverse array of devices, each differing 

in computational power, memory, operating systems, and communication protocols. 

This heterogeneity complicates interoperability and necessitates the development 

of strategies to manage communication across various device types effectively [8]. 

For instance, protocols like 6LoWPAN and RPL have been proposed to address 

these challenges, ensuring seamless data exchange among heterogeneous devices [9]. 

• Scalability: The scalability of IoT systems is another defining characteristic, as 

they can incorporate thousands to millions of devices. This vast scale requires 

robust architectures capable of managing numerous connections and data flows. 

The Logical Space Subdivision (LSS) system, for example, modularly configures 

devices to adapt to user requirements and environmental changes, enhancing 

scalability and flexibility [10]. 

• Resource Constraints: Many IoT devices operate on low-power microcontrollers, 

imposing strict energy limitations. This constraint necessitates energy-efficient 

protocols and mechanisms to optimize resource usage while maintaining 

performance. Research has highlighted the importance of balancing energy 

consumption with network efficiency to ensure the longevity of devices [11]. 

• M obility: Mobility is a prevalent characteristic in IoT environments, as devices 

frequently change their location or network context. This dynamic nature requires 

adaptive protocols that can manage device mobility without compromising 

connectivity or data integrity. Solutions like LNR-PP and PMCAR have been 

explored to address these mobility challenges [11]. 

• Dynamic Topologies: The dynamic topologies of IoT networks, where 

connections evolve rapidly as devices join or leave, further complicate network 

management. This necessitates the development of adaptive algorithms that can 

quickly reconfigure network paths and maintain communication reliability [10]. 
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While these characteristics present significant challenges, they also offer opportunities for 

innovation in IoT applications. For instance, the integration of cloud computing can 

enhance data analytics capabilities, allowing for more intelligent decision-making processes 

in real-time environments [11]. However, the complexity of managing such diverse and 

dynamic systems may lead to increased operational overhead and potential security 

vulnerabilities, which must be carefully addressed in future research. 

2.1.4. Applications of IoT 

The Internet of Things (IoT) encompasses a wide array of applications that significantly 

enhance various sectors by connecting devices and enabling data exchange. These 

applications range from healthcare, where IoT devices monitor patient vitals and facilitate 

remote consultations, to smart homes that automate tasks and improve energy efficiency. 

In agriculture, IoT supports precision farming through soil monitoring and automated 

irrigation systems. Transportation benefits from real-time tracking and predictive 

maintenance, while industrial IoT enhances manufacturing efficiency and safety [12], [13], 

[14].  Some of the most common applications of the IoT are: 

Healthcare 

• Remote M onitoring: Devices track vital signs and health metrics. 

• Telemedicine: Facilitates remote consultations, improving access to care. 

Smart Homes 

• Automation: Controls lighting, heating, and security systems. 

• Energy M anagement: Optimizes energy consumption through smart devices. 

Agriculture 
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• Precision Farming: Sensors monitor soil conditions and automate irrigation. 

• Crop M anagement: Data-driven insights enhance yield and resource use. 

Transportation  

• Fleet M anagement: Real-time tracking of vehicles for efficiency. 

• Predictive M aintenance: Anticipates equipment failures to reduce downtime. 

Industrial IoT 

• M anufacturing Effi ciency: Streamlines processes and enhances safety. 

• Supply Chain Optimization: Improves logistics through data analytics [15], [16]. 

While the benefits of IoT are substantial, challenges such as data security, interoperability, 

and privacy concerns remain critical issues that need addressing to fully realize its 

potential across these applications  [14]. 
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Figure 2.2. IoT application domains. 

2.1.5. IoT Security Landscape and Challenges 

Unlike traditional computing systems, IoT ecosystems are characterized by resource-

constrained devices, heterogeneous communication protocols, and distributed 

architectures that complicate traditional security approaches [1]. 

2.1.5.1. Unique Characteristics of IoT Security 

IoT security differs fundamentally from conventional network security due to several 

distinctive characteristics. First, the heterogeneity of IoT devices creates a complex 

ecosystem where devices with varying computational capabilities, operating systems, and 
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communication protocols must coexist securely [17]. Second, the resource constraints 

typical of IoT devices, including limited processing power, memory, and battery life, 

restrict the implementation of traditional security mechanisms [18]. Third, the scale and 

distributed nature of IoT deployments make centralized security management challenging, 

requiring novel approaches to threat detection and response [19]. 

The attack surface in IoT environments is significantly larger than traditional networks 

due to the sheer number of connected devices and their diverse communication pathways 

[20].Each IoT device represents a potential entry point for attackers, and the 

interconnected nature of these devices means that compromising a single device can 

provide access to the entire network [21]. This expanded attack surface is further 

complicated by the fact that many IoT devices are deployed in physically accessible 

locations, making them vulnerable to physical tampering and side-channel attacks [22]. 

2.1.5.2. IoT-Specific Vulnerabilities 

Research has identified several categories of vulnerabilities that are particularly prevalent 

in IoT systems. Device-level vulnerabilities include weak authentication mechanisms, 

insufficient encryption, and inadequate firmware update processes [23].  Many IoT devices 

ship with default credentials that are never changed, creating easily exploitable entry 

points for attackers. Additionally, the use of lightweight cryptographic protocols, while 

necessary for resource-constrained devices, often introduces security weaknesses that can 

be exploited by sophisticated attackers [24]. 

Communication-level vulnerabilities arise from the diverse protocols used in IoT networks, 

including WiFi, Bluetooth, Zigbee, and LoRaWAN. Each protocol has its own security 

characteristics and potential weaknesses, and the interoperability requirements often force 

compromises in security implementations. Man-in-the-middle attacks, eavesdropping, and 
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protocol-specific exploits represent significant threats to IoT communication channels [25], 

[26]. 

Application and cloud-level vulnerabilities emerge from the integration of IoT systems 

with cloud services and mobile applications. Insecure APIs, inadequate data protection, 

and insufficient access controls in cloud platforms can expose IoT data and control 

functions to unauthorized access. The complexity of IoT ecosystems, which often involve 

multiple vendors and service providers, creates additional security challenges related to 

trust relationships and responsibility boundaries [27]. 

2.2. Intrusion Detection Systems (IDSs) 

2.2.1. Evolution of IDS 

Intrusion Detection Systems (IDS) have evolved significantly since their inception in the 

1980s, progressing from simple signature-based systems to sophisticated machine learning-

powered solutions. Traditional intrusion detection systems are typically classified into 

signature-based (misuse detection) and anomaly-based detection systems [28]. 

Signature-based systems rely on predefined patterns or signatures of known attacks, 

making them highly effective at detecting known threats but incapable of identifying novel 

or zero-day attacks [29].  

Anomaly-based detection systems, in contrast, establish a baseline of normal behavior and 

flag deviations from this baseline as potential intrusions. While these systems can 

theoretically detect unknown attacks, they suffer from high false positive rates and the 

challenge of accurately defining normal behavior in dynamic environments [30], [31]. The 

evolution of IDS technology has been driven by the need to address these limitations while 

adapting to increasingly sophisticated attack techniques and changing network 

architectures. 



CHAPTER 2. BACKGROUND AND THEORETICAL FOUNDATION 

 
17 

 

 

Figure 2.3. IDS Types. 

2.2.2. Traditional IDS Limitations in IoT Contexts 

Traditional IDS approaches face significant challenges when applied to IoT environments. 

The resource constraints of IoT devices make it impractical to deploy conventional IDS 

software directly on these devices [32]. The computational overhead of signature matching 

and statistical analysis can overwhelm the limited processing capabilities of typical IoT 

devices [33]. Additionally, the memory requirements for storing signature databases or 

maintaining behavioral baselines often exceed the available resources on IoT devices. 

The heterogeneity of IoT networks presents another challenge for traditional IDS 

approaches. Signature-based systems require attack signatures specific to each device type 

and communication protocol, leading to an explosion in the number of signatures required 

[34]. Anomaly-based systems struggle to establish meaningful baselines across diverse 

device types with fundamentally different operational characteristics. The dynamic nature 
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of IoT networks, where devices frequently join and leave the network, further complicates 

baseline establishment and maintenance [35]. 

Network-based IDS (NIDS) approaches, while more feasible from a resource perspective, 

face challenges in monitoring the diverse communication protocols used in IoT networks. 

Many IoT protocols use encrypted communication, limiting the effectiveness of deep 

packet inspection techniques commonly used in traditional NIDS [36]. The distributed 

nature of IoT networks also means that no single monitoring point can observe all network 

traffic, requiring coordinated monitoring strategies [37]. 

2.2.3. Modern Approaches to IoT Intrusion Detection 

Modern IoT intrusion detection approaches have emerged to address the limitations of 

traditional systems. Hybrid detection systems combine signature-based and anomaly-

based approaches to leverage the strengths of both methodologies. These systems use 

signature-based detection for known threats while employing anomaly detection for 

unknown attacks, potentially reducing false positive rates while maintaining detection 

coverage [38]. 

Distributed and collaborative intrusion detection represents another significant 

advancement in IoT security. These approaches distribute detection responsibilities across 

multiple nodes in the network, enabling more comprehensive monitoring while distributing 

computational load [39]. Collaborative systems allow devices to share threat intelligence 

and coordinate responses, improving overall network security [40]. 

Edge computing approaches have gained prominence as a means of addressing the resource 

constraints of IoT devices while maintaining real-time detection capabilities. By deploying 

IDS functionality at edge nodes with greater computational resources, these systems can 

provide sophisticated detection capabilities without overwhelming individual IoT devices 
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[41]. This approach also reduces the latency associated with cloud-based detection systems 

and maintains functionality even when connectivity to central servers is compromised [42]. 

2.3. Machine Learning and Deep Learning in Cybersecurity 

2.3.1. Machine Learning Foundations in Security 

The application of machine learning (ML) to cybersecurity has transformed the field by 

enabling automated pattern recognition and adaptive threat detection [43]. Traditional 

rule-based security systems require manual creation and maintenance of detection rules, a 

process that becomes increasingly difficult as attack techniques evolve [44]. Machine 

learning approaches can automatically learn patterns from data, potentially identifying 

subtle indicators of malicious activity that might be missed by human analysts [45]. 

Supervised learning techniques, including decision trees, support vector machines, and 

ensemble methods, have been widely applied to intrusion detection problems. These 

approaches require labeled training data containing examples of both normal and 

malicious behavior, which can be challenging to obtain in sufficient quantity and quality 

[46]. The performance of supervised learning systems is heavily dependent on the 

representativeness of the training data and their ability to generalize to new, previously 

unseen attacks [47]. 

Unsupervised learning approaches, including clustering and outlier detection algorithms, 

address some limitations of supervised methods by not requiring labeled training data. 

These techniques can identify anomalous behavior patterns without prior knowledge of 

specific attack types, making them potentially effective against zero-day attacks. However, 

unsupervised methods often struggle with high false positive rates and the challenge of 

distinguishing between benign anomalies and genuine security threats [48], [49]. 
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2.3.2. Deep Learning Revolution in Cybersecurity 

Deep learning has emerged as a particularly promising approach for cybersecurity 

applications due to its ability to automatically learn complex, hierarchical feature 

representations from raw data [50]. Unlike traditional machine learning approaches that 

require manual feature engineering, deep learning models can discover relevant features 

automatically, potentially identifying subtle patterns that human experts might overlook 

[51]. 

Convolutional Neural Networks (CNNs) have shown effectiveness in analyzing network 

traffic patterns and detecting malicious activities. By treating network traffic as sequences 

or images, CNNs can identify spatial and temporal patterns indicative of attacks [52]. The 

hierarchical feature learning capability of CNNs enables them to capture both low-level 

packet characteristics and high-level behavioral patterns [53]. 

Recurrent Neural Networks (RNNs) and their variants, including Long Short-Term 

Memory (LSTM) networks, have proven particularly effective for sequence-based intrusion 

detection [54]. These architectures can model temporal dependencies in network traffic, 

enabling detection of attacks that unfold over time [55]. The ability to maintain memory 

of previous states makes RNNs well-suited for detecting multi-stage attacks and 

identifying patterns that span multiple time steps [56]. 

Autoencoders have gained attention for anomaly detection applications in cybersecurity. 

These neural networks learn to reconstruct normal behavior patterns and can identify 

anomalies as instances that cannot be accurately reconstructed. The unsupervised nature 

of autoencoder training makes them particularly attractive for scenarios where labeled 

attack data is scarce [57], [58]. 
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2.3.3. Deep Learning Challenges in IoT Security 

Deep learning techniques, while promising, present considerable difficulties when 

implemented for IoT security context. The computational requirements of deep neural 

networks often exceed the capabilities of resource-constrained IoT devices. Training DL 

models demands significant computational power and extensive datasets, which may not 

be available in IoT environments [59]. The memory footprint of trained models can also 

be prohibitive for deployment on IoT devices with limited storage capacity [60]. 

Adversarial attacks represent a significant concern for deep learning-based security 

systems. Attackers can potentially craft inputs designed to fool neural networks, causing 

them to misclassify malicious activities as benign. The vulnerability of deep learning 

models to adversarial examples raises questions about their robustness in adversarial 

environments where attackers actively attempt to evade detection [61], [62]. 

2.4. Feature Selection Techniques in Network Security 

2.4.1. Importance of Feature Selection in Security Applications 

Feature selection plays a crucial role in the effectiveness of machine learning-based security 

systems by identifying the most relevant attributes for threat detection while reducing 

computational complexity [63]. In network security applications, datasets often contain 

hundreds or thousands of features extracted from network traffic, system logs, and device 

behaviors [64]. Many of these features may be irrelevant or redundant, potentially 

degrading model performance and increasing computational requirements [65]. 

The interpretability of security models is also enhanced through effective feature selection. 

By focusing on a smaller set of relevant features, security analysts can better understand 

which characteristics of network traffic or device behavior are most indicative of threats 
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[66]. This interpretability is crucial for validating model decisions and developing 

appropriate response strategies [67]. 

2.4.2. Categories of Feature Selection Methods 

Feature selection (FS) methods, as shown in Figure 2.3, can be broadly categorized into 

three main approaches: filter methods, wrapper methods, and embedded methods [68].  

 

Figure 2.4. Categories of FS methods 

Filter M ethods: Filter methods evaluate features independently of the learning 

algorithm, using statistical measures to assess the relevance of each feature. These 

methods are computationally efficient and can be applied as a preprocessing step before 

model training [69]. Common filter methods include correlation-based feature selection, 

mutual information, chi-square tests, and information gain. Correlation-based methods 

identify features that are highly correlated with the target variable while having low 

correlation with other selected features [70]. Mutual information measures the amount of 
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information that one variable provides about another, making it effective for identifying 

non-linear relationships [71]. 

Wrapper methods: These methods evaluate feature subsets by training and testing the 

learning algorithm with different combinations of features. While computationally more 

expensive than filter methods, wrapper approaches can identify feature interactions and 

select features that work well together for the specific learning algorithm [72]. Common 

wrapper methods include forward selection, backward elimination, and genetic algorithms. 

Embedded methods: integrate feature selection into the model training process, 

simultaneously learning the model parameters and identifying relevant features [73]. 

Regularization techniques such as L1 (Lasso) and L2 (Ridge) regression incorporate 

feature selection into the optimization objective [74]. Tree-based methods naturally 

perform feature selection by choosing the most informative features for splitting decisions 

[75]. 

2.4.3. Feature Selection Challenges in IoT Security 

IoT security applications present unique challenges for feature selection due to the 

characteristics of IoT data and environments. The heterogeneity of IoT devices means 

that features relevant for one device type may be irrelevant or unavailable for others [76]. 

This heterogeneity complicates the development of universal feature sets that work across 

diverse IoT ecosystems [77]. 

Furthermore, The restricted computing capacity of IoT environments limits the 

sophistication of feature selection methods that can be utilized [78]. Sophisticated wrapper 

methods or genetic algorithms may be too computationally expensive for real-time 

application in IoT networks [79]. This constraint necessitates the development of 
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lightweight feature selection approaches that can operate within the resource limitations 

of IoT devices. 

2.5. Summary 

Chapter 2 provided the theoretical foundation for the development of the proposed 

intrusion detection system for IoT networks. It began with an overview of the Internet of 

Things (IoT), discussing its architecture, applications, and the unique security challenges 

posed by resource-constrained and heterogeneous devices. The chapter then introduced 

Intrusion Detection Systems (IDSs), highlighting different types, including signature-

based, anomaly-based, and hybrid approaches, and their relevance for detecting malicious 

activities in IoT networks. 

Next, the role of machine learning and deep learning in cybersecurity was explored, 

emphasizing their ability to automatically detect complex and previously unseen attacks. 

Popular algorithms and architectures, such as neural networks, CNNs, and RNNs, were 

presented in the context of IoT intrusion detection. Finally, feature selection techniques 

were discussed as essential tools for reducing data dimensionality, improving 

interpretability, and enhancing computational efficiency, which are critical in high-

dimensional IoT datasets. 

Overall, this chapter established the key concepts and background knowledge that 

underpin the proposed IDS, linking IoT characteristics, security challenges, deep learning 

approaches, and feature selection strategies, and setting the stage for the methodology 

presented in the following chapters. 
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Chapter 3 

Related Work  

3.1. Introduction 

This chapter provides a critical review of the existing literature on intrusion detection 

systems for IoT networks. It examines both traditional machine learning and modern deep 

learning approaches, evaluating their effectiveness, limitations, and suitability for IoT 

environments. The chapter also analyzes feature selection methods applied in network 

security, highlighting how they impact detection accuracy and computational efficiency. 

By systematically assessing the strengths and weaknesses of prior studies, this chapter 

identifies gaps in the current research and motivates the development of the proposed deep 

learning-based IDS, ensuring that the methodology addresses the limitations observed in 

previous works. 

3.2. Machine Learning-Based IDS for IoT 

Machine learning techniques have risen to the forefront of IoT security solutions, 

distinguished by their ability to discover sophisticated patterns within data automatically, 

adapt to evolving threats, and handle the high-dimensional, heterogeneous nature of IoT 

network traffic. This section explores how different machine learning techniques are 

applied to detecting intrusions in IoT systems, organized according to their learning 

methodologies. 

3.2.1. Supervised Learning Approaches 

Supervised learning algorithms, which learn from labeled training data containing 

examples of both normal traffic and various attack types, have been extensively applied 

to IoT intrusion detection. Common supervised learning algorithms employed in this 
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context include Support Vector Machines (SVM), Decision Trees (DT), Random Forest 

(RF), k-Nearest Neighbors (k-NN), Naive Bayes (NB), Logistic Regression (LR), and 

various ensemble methods. 

Abdulla et al. [80] delivered a detailed overview of IoT intrusion detection systems using 

supervised machine learning, identifying tree-based algorithms (Decision Trees, Random 

Forest, and boosting methods) as top performers in many studies. The review highlights 

that machine learning algorithm performance varies significantly with dataset 

characteristics, feature selection, and classification type [80]. 

Support Vector Machines have been widely employed due to their effectiveness in high-

dimensional spaces and their ability to handle non-linear decision boundaries through 

kernel functions. However, SVMs can be computationally expensive for large-scale datasets 

and require careful hyperparameter tuning. Albulayhi et al. [81] evaluated four machine 

learning algorithms (Logistic Regression, SVM, Decision Tree, and Artificial Neural 

Network) for classification purposes, comparing their performance via Receiver Operating 

Characteristic (ROC) curves on IoT-specific datasets including Bot-IoT and IoTID20. 

Random Forest and other ensemble methods have demonstrated particularly strong 

performance in IoT intrusion detection tasks [82]. These methods combine multiple 

decision trees to improve generalization and reduce overfitting, often achieving high 

accuracy with relatively modest computational requirements during inference. The 

interpretability of tree-based methods also offers advantages in understanding which 

features contribute most to detection decisions [83]. 

Despite their successes, supervised learning approaches face several challenges in IoT 

contexts [84]. The need for extensive labeled datasets for training poses a significant 

challenge, as obtaining representative labeled datasets covering diverse IoT devices, 

protocols, and attack types is resource-intensive and time-consuming [85]. The class 
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imbalance problem, where attack instances are vastly outnumbered by normal traffic, can 

lead to biased models that perform poorly on minority attack classes [86]. 

3.2.2. Unsupervised Learning Approaches 

Unsupervised learning algorithms, which do not require labeled training data, offer 

potential advantages in IoT intrusion detection by reducing the labeling burden and 

enabling detection of previously unknown attack patterns [87]. Common unsupervised 

approaches include clustering algorithms such as k-Means, DBSCAN, and hierarchical 

clustering, as well as dimensionality reduction techniques like Principal Component 

Analysis (PCA) and autoencoders. 

Clustering-based approaches operate by grouping similar traffic patterns together, with 

the assumption that attack traffic will form distinct clusters separate from normal traffic 

[88]. These methods can potentially detect novel attacks that deviate significantly from 

normal behavior patterns. However, the effectiveness of clustering-based detection depends 

critically on the choice of distance metrics, clustering algorithms, and the ability to 

distinguish between legitimate anomalies and actual attacks [89]. 

Despite their advantages, unsupervised learning approaches typically achieve lower 

detection accuracy compared to supervised methods and generate higher false positive 

rates. Alsoufi et al. [90] found that supervised deep learning techniques offer better 

performance compared to unsupervised and semi-supervised learning in IoT intrusion 

detection contexts. The lack of labeled data makes it difficult to evaluate and tune 

unsupervised models, and distinguishing between benign anomalies and actual attacks 

remains challenging. 
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3.2.3. Performance Limitations of ML-Based Approaches  

While machine learning-based IDS have demonstrated promising results in experimental 

settings, several performance limitations and scalability issues constrain their practical 

deployment in real-world IoT environments. These limitations can be categorized in the 

following key points: 

Computational Complexity: Many machine learning algorithms, particularly ensemble 

methods and kernel-based approaches, incur significant computational costs during both 

training and inference. For instance, Darley et al. [91] found that data preprocessing, 

feature extraction, model training, and deployment of ML-based IDS increase 

computational complexity and resource requirements, demanding greater CPU, memory, 

and energy resources. This is particularly problematic for resource-constrained IoT devices 

that cannot support complex models. 

Scalability Challenges: The massive scale of IoT deployments poses significant challenges 

for machine learning-based detection systems. Training models on large-scale datasets can 

be time-consuming and resource-intensive. Ashraf et al. [92] note that model training can 

be time-consuming and that increasing network scale impacts performance. Real-time 

detection requirements further constrain the complexity of models that can be deployed. 

Generalization and Overfitting: Machine learning models trained on specific datasets may 

not generalize well to different IoT environments, device types, or attack patterns. 

Haripriya [93] highlights overfitting as a noted issue, particularly with commonly used 

benchmark datasets. The diversity of IoT devices and protocols makes it challenging to 

develop universal models that perform well across varied deployment contexts. 

Dataset Limitations: The effectiveness of machine learning-based IDS is fundamentally 

limited by the quality and representativeness of available training datasets. Abdulla et al. 
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[80] emphasize the lack of recent datasets collected from real IoT environments, noting 

that many existing datasets are imbalanced or not captured from actual IoT deployments. 

This gap between experimental datasets and real-world traffic patterns can lead to poor 

performance when models are deployed in production environments. 

Adversarial Robustness: Machine learning models can be vulnerable to adversarial attacks 

where malicious actors deliberately craft inputs to evade detection. In this context, Darley 

et al. [91] note that ML can also be used for adversarial attacks, highlighting the arms 

race between attackers and defenders. Ensuring robustness against adversarial 

manipulation remains an open challenge. 

These limitations have motivated research into more sophisticated approaches, 

particularly deep learning techniques that can automatically learn hierarchical feature 

representations and potentially achieve better generalization, as well as feature selection 

methods that can reduce computational complexity while maintaining detection accuracy 

[94] [95]. 

3.3. Deep Learning-Based IDS for IoT 

Deep learning (DL), a subset of machine learning based on artificial neural networks with 

multiple layers, has emerged as a particularly promising approach for IoT intrusion 

detection. Deep learning approaches automatically derive layered feature abstractions 

from original data, which may reveal complex relationships that are difficult to capture 

through hand-crafted rules. The present section discusses how different deep learning 

approaches are applied to detect intrusions within IoT networks. 



CHAPTER 3. RELATED WORK 

 
30 

 

3.3.1. Deep Neural Networks (DNN) 

Deep Neural Networks, consisting of multiple fully connected layers with non-linear 

activation functions, represent the foundational architecture of deep learning [96]. DNNs 

have been applied to IoT intrusion detection as classifiers that learn to map network traffic 

features to attack categories. 

Several studies have demonstrated the effectiveness of DNNs for IoT intrusion detection. 

Haripriya [93] reports that deep learning models including DNNs achieved high accuracy 

rates, with some configurations reaching 99.996% accuracy on the KDD99 dataset. The 

ability of DNNs to learn non-linear decision boundaries and complex feature interactions 

makes them well-suited for distinguishing between normal traffic and various attack types. 

However, DNNs face several challenges in IoT contexts. The large number of parameters 

in deep networks requires substantial computational resources for training and inference, 

which may exceed the capabilities of resource-constrained IoT devices [97]. DNNs are also 

prone to overfitting, particularly when training data is limited or imbalanced [98]. 

Furthermore, the "black box" nature of DNNs limits interpretability, making it difficult 

to understand why specific traffic is classified as malicious. 

3.3.2. Convolutional Neural Networks (CNN) 

Initially designed for analyzing images, CNNs have been repurposed for detecting network 

intrusions by interpreting traffic characteristics as spatial data representations. CNNs 

employ convolutional layers that can automatically learn local feature patterns and 

pooling layers that provide translation invariance and dimensionality reduction. The 

application of CNNs to IoT intrusion detection has shown promising results. Sulaiman et 

al. [99] identify CNNs as one of the key DL techniques for detecting anomalies in IoT 

security systems, highlighting their effectiveness in extracting complex patterns from high-
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dimensional data. Haripriya [93] reports that Deep Convolutional Neural Networks 

(DCNN) achieved 99.996% accuracy on the KDD99 dataset, demonstrating the strong 

performance potential of CNN architectures. 

However, CNNs also face challenges in IoT intrusion detection. The spatial structure 

assumption underlying CNNs may not always align well with the sequential or tabular 

nature of network traffic data. Careful design of input representations is required to 

effectively leverage CNN architectures. Additionally, deep CNN architectures still require 

substantial computational resources, particularly during training [100]. 

3.3.3. Recurrent Neural Networks and LSTM 

Recurrent Neural Networks (RNN) and their variants, particularly Long Short-Term 

Memory (LSTM) networks, are specifically designed to handle sequential data by 

maintaining internal state information across time steps. This makes them particularly 

well-suited for analyzing network traffic, which inherently has temporal dependencies 

[101]. The vanishing gradient challenge encountered in conventional RNNs is mitigated 

through the use of LSTM architectures, enabling them to learn long-term dependencies in 

sequential data. Several research efforts have validated the efficac of LSTM-based 

approaches for IoT intrusion detection. Sulaiman et al. [99] highlight LSTM networks as 

a key technique for anomaly detection in IoT security systems. Haripriya [93] reports that 

LSTM achieved 96.3% accuracy for detecting MQTT-based attacks, demonstrating 

effectiveness in protocol-specific intrusion detection. 

In another research, Vaiyapuri et al. [102] survey deep learning approaches for intrusion 

detection in Industrial IoT (IIoT) networks, reporting that LSTM and other deep learning 

models achieved accuracies up to 99.967% and 100% recall rates across various datasets 

including NSL-KDD and UNSW-NB15. The study emphasizes the potential of LSTM-

based approaches to mitigate cyberattacks in IIoT environments. 
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Hybrid architectures combining LSTM with other neural network components have also 

been explored. Alruwaili [103] proposes a hybrid model combining Long Short Term 

Memory with Recurrent Neural Network (LSTM-RNN) for attack detection and 

classification in IoT environments, demonstrating superior performance over existing 

models. Aldaej et al. [104] develop an edge-cloud-based IoT IDS using Bidirectional LSTM 

(Bi-LSTM) combined with RNN, achieving 99.56% accuracy, 99.45% precision, 98.25% 

recall, and 99.12% F1-measure on the BoT-IoT dataset. 

Despite their advantages, LSTM-based approaches face computational challenges. The 

sequential nature of RNN and LSTM processing makes parallelization difficult, leading to 

longer training times compared to feedforward architectures. The computational 

requirements of LSTM networks can be prohibitive for resource-constrained IoT devices, 

necessitating edge or cloud-based deployment strategies [105] [101]. 

3.3.4. Hybrid Deep Learning Architectures 

Recognizing that different deep learning architectures have complementary strengths, 

researchers have increasingly explored hybrid architectures that combine multiple neural 

network components. These hybrid approaches aim to leverage the spatial feature 

extraction capabilities of CNNs, the temporal modeling capabilities of RNNs/LSTMs, and 

the classification power of fully connected layers [106].  

In the literature, several hybrid architectures have been proposed. For instance, Sulaiman 

et al. [99] highlight hybrid models as an important category of deep learning techniques 

for IoT security, noting their effectiveness when combined with appropriate preprocessing 

techniques such as feature selection and PCA. The review emphasizes that hybrid 

approaches can address the challenges posed by data volume and diversity in IoT networks.  
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Duraibi et al. [107] present a hybrid approach combining feature selection with deep 

learning for cyberattack detection in IoT environments. The study develops an Improved 

Mayfly Optimization Algorithm with Hybrid Deep Learning based Intrusion Detection 

(IMFOHDL-ID) approach that integrates IMFO-based feature selection with Long Short 

Term Memory based Deep Stacked Sequence-to-Sequence Autoencoder (LSTM-DSSAE) 

for intrusion detection. The hybrid approach demonstrated improved performance over 

existing methods. 

Hybrid architectures offer the potential to achieve superior performance by combining the 

strengths of different neural network components [170]. However, they also introduce 

additional complexity in terms of architecture design, hyperparameter tuning, and 

computational requirements [171]. The increased model complexity can exacerbate 

overfitting risks and make deployment on resource-constrained devices more challenging 

[172]. 

3.3.5. Advantages and Challenges of DL-Based Approaches 

Deep learning approaches offer several significant advantages for IoT intrusion detection 

compared to traditional machine learning methods. 

Advantages: 

1. Automatic Feature Learning: Deep learning models can automatically learn 

hierarchical feature representations from raw or minimally preprocessed data, 

reducing the need for manual feature engineering. For instance, Al-Haija et al. [108] 

emphasize that deep learning models can identify complex patterns and 

characteristics by utilizing artificial neural networks, automatically building 

hierarchical representations from data, resulting in more precise and efficient 

intrusion detection. 
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2. Detection of Complex Patterns: The non-linear transformations and multiple 

layers in deep networks enable detection of complex, subtle patterns that may be 

missed by shallow learning approaches. Tsimenidis et al. [109] highlight deep 

learning's data-driven, anomaly-based approach and its ability to detect emerging, 

unknown attacks, addressing the inefficiency of old strategies against large-scale 

IoT architectures and novel threats. 

3. Superior Performance: Numerous studies have reported that deep learning 

approaches achieve higher detection accuracy compared to traditional machine 

learning methods. Alsoufi et al. [110] emphasize that deep learning is superior for 

anomaly intrusion detection in IoT, achieving high detection accuracy and low false 

alarm rates compared to traditional shallow learning approaches. 

Challenges: 

Despite these advantages, deep learning-based IDS face several significant challenges that 

limit their practical deployment in IoT environments. 

1. Computational Cost: Deep learning models, particularly deep architectures with 

many layers and parameters, require substantial computational resources for both 

training and inference. Vaiyapuri et al. [102] identify high computational cost as a 

key limitation of deep learning methods on resource-constrained IIoT devices, 

noting the need for specialized tools to simulate IIoT environments for network 

traffic capture and experiment evaluation. This computational burden is 

particularly problematic for IoT devices with limited processing power, memory, 

and energy budgets. 

2. Training Data Requirements: Deep learning models typically require large amounts 

of training data to achieve good performance and avoid overfitting. Vaiyapuri et al. 

[102] also note the lack of sufficient network traffic samples for training deep 
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learning models as a significant challenge. Obtaining representative training 

datasets covering diverse IoT devices, protocols, and attack types is resource-

intensive. 

3. Overfitting: The large number of parameters in deep networks makes them prone 

to overfitting, particularly when training data is limited or imbalanced. Alsoufi et 

al. [110] highlight that building an effective anomaly intrusion detection system 

requires comprehending complex structures from noisy data, identifying dynamic 

anomaly patterns, and detecting anomalies without sufficient labels, all of which 

contribute to overfitting risks. 

4. Lack of Explainability: Deep learning models are often criticized as "black boxes" 

with limited interpretability. Understanding why a particular traffic pattern is 

classified as malicious is difficult, which can hinder trust, debugging, and regulatory 

compliance. Haripriya [93] notes in this context that Explainable AI (XAI) 

approaches are being integrated to provide interpretation and explanation, 

indicating a recognized need for greater interpretability in deep learning-based IDS. 

5. Real-Time Deployment Challenges: The computational requirements of deep 

learning models can make real-time detection challenging, particularly in resource-

constrained IoT environments. Abdulla et al. [80] emphasize the need for real-time 

and lightweight IDS with less detection time and resource consumption, 

highlighting the gap between deep learning capabilities and practical deployment 

requirements. 

6. Adversarial Vulnerability: Deep learning models can be vulnerable to adversarial 

attacks where carefully crafted perturbations to input data cause misclassification. 

Alfahaid et al. [111] identify adversarial vulnerabilities as a key limitation of current 

ML approaches, noting that future research should address privacy-preserving ML, 

explainable AI, and edge-based security frameworks. 
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These challenges have motivated research into optimization techniques including model 

compression, pruning, quantization, knowledge distillation, and feature selection methods 

that can reduce computational complexity while maintaining detection accuracy. Hassan 

et al. [112] explore lightweight deep learning techniques for intrusion detection in IoT 

networks, discussing methods like pruning, quantization, clustering, and collaborative 

optimization to address computational requirements in resource-constrained 

environments. 

3.4. Feature Selection and Dimensionality Reduction Techniques in IDS 

Feature selection (FS) and dimensionality reduction techniques play a crucial role in 

enhancing the effectiveness and efficiency of intrusion detection systems, particularly in 

resource-constrained IoT environments [113]. By identifying and retaining only the most 

relevant features while eliminating redundant or irrelevant ones, these techniques can 

reduce computational complexity, improve detection accuracy, mitigate overfitting, and 

enable deployment on resource-limited devices [114] [115]. 

Mukhaini et al. [116] conduct a systematic literature review of lightweight detection 

approaches in IoT networks, finding that filter-based feature engineering, particularly 

correlation algorithms for feature selection, are frequently employed due to their 

performance and lightness. The study highlights that filter methods are preferred in IoT 

contexts because they are computationally efficient and can be applied as a preprocessing 

step before model training. 

Hassan et al. [112] discusses wrapper methods as one of the feature selection approaches 

for intrusion detection in IoT networks, noting their potential for improved accuracy but 

also highlighting the computational challenges they introduce in resource-constrained 

environments. 
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Several hybrid feature selection approaches have been proposed for IoT intrusion 

detection. Duraibi et al. [107] develop a hybrid approach combining Improved Mayfly 

Optimization Algorithm (IMFO) for feature selection with Long Short Term Memory 

based Deep Stacked Sequence-to-Sequence Autoencoder (LSTM-DSSAE) for intrusion 

detection. The IMFO-based feature selection method demonstrated effectiveness in 

selecting optimal feature subsets, contributing to improved detection performance. 

Alruwaili [103] proposes a hybrid model that utilizes Equilibrium Optimizer-based Feature 

Selection (EO-FS) technique to select an optimal subset of features, combined with LSTM-

RNN for classification. The hybrid approach demonstrated superior performance over 

existing models, effectively recognizing False Data Injection attacks in IoT networks. 

Sulaiman et al. [99] highlight the significance of feature selection as a preprocessing 

technique essential for handling imbalanced and distributed IoT data, noting that it should 

be combined with other techniques such as PCA and oversampling methods like SMOTE 

for optimal results. 

However, the feature selection process itself introduces computational overhead, 

particularly for wrapper and some hybrid methods [117]. The trade-off between the cost 

of feature selection and the benefits of reduced dimensionality must be carefully 

considered. For IoT applications, filter methods and computationally efficient embedded 

methods are often preferred due to their lower overhead [118]. 
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3.5. Comparative Analysis and Limitations of Existing Works 

This section provides a comparative analysis of major studies in IoT intrusion detection, 

synthesizing their methodologies, datasets, performance metrics, and limitations. Table 

3.1 summarizes key characteristics of representative works reviewed in this chapter. 



 

 

Study Year M ethodology Key Techniques Datasets 
Best 

Performance  
Limitation  

Sulaiman et al. [99] 2025 

Survey of ML/DL 

for anomaly 

detection 

CNN, LSTM, Autoencoders, 

Feature Selection, PCA, 

SMOTE 

Various IoT 

datasets 
Survey paper 

Highlights need for 

handling 

imbalanced data 

and distributed 

processing 

Al-Haija et al. [119] 2024 
Survey of DL-based 

IDS 

Deep learning architectures, 

supervised/unsupervised 

methods 

Various IoT 

datasets 
Survey paper 

Dynamic IoT 

environment 

challenges existing 

IDS solutions 

Haripriya [93] 2023 
Survey of ML/DL 

IDS 

RF, CNN, LSTM, RNN, 

DNN, PCA, Two-Stage DL 

KDD-CUP, NSL-

KDD, MQTT 

datasets 

RF: 99.65% 

(KDD-CUP), 

DCNN: 99.996% 

(KDD99), 

LSTM: 96.3% 

(MQTT) 

Data imbalance, 

overfitting, need 

for efficient 

models, 

interpretability 

challenges 

Mukhaini et al. [116] 2024 
Systematic review of 

lightweight IDS 

ML/DL with filter-based 

feature engineering, 

correlation algorithms 

Various IoT 

datasets 
Survey paper 

Resource 

constraints hinder 

complex system 

integration 

Mishra et al. [120] 2021 
Systematic review of 

IoT security 

IDS/IPS models, ML/DL for 

DDoS mitigation 
Various Survey paper 

Resource 

constraints hinder C
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complex system 

integration 

Vaiyapuri et al. [102] 2021 
Survey of DL for 

IIoT IDS 

CNN, RNN, LSTM, DNN, 

DBN, Autoencoders 

NSL-KDD, 

UNSW-NB15 

Up to 99.967% 

accuracy, 100% 

recall 

High 

computational 

cost, lack of 

network traffic 

samples, need for 

lightweight models 

Abdulla et al. [80] 2023 
Review of 

supervised ML IDS 

LR, NB, ANN, SVM, DT, 

RF, Ensemble Learning 

IoTID20 (most 

recent) 

 

Tree-based 

algorithms top 

performers 

Lack of real IoT 

datasets, high 

resource 

consumption, need 

for lightweight 

real-time IDS 

Tsimenidis et al. 

[109] 
2022 

Review of DL in IoT 

IDS 

Deep learning models 

classified by type 
Various Survey paper 

Large-scale IoT 

architecture and 

novel threats 

render old 

strategies 

inefficient 

Alsoufi et al. [110] 2021 
Survey of anomaly-

based DL IDS 
Deep learning techniques 

Various IoT 

datasets 

DL superior to 

shallow learning 

Building effective 

systems from noisy 

data, insufficient C
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labels, large 

computation 

demands 

Ashraf et al. [92] 2022 
Survey of ML/DL 

IDS 

CNN, RNN, DNN, LSTM, 

GRU, SVM, RF, NB, KNN, 

XGBoost 

Various 

Federated 

learning 

improves 

privacy 

Resource 

constraints, 

communication 

overhead, privacy 

concerns, lack of 

real-world 

verification 

Darley et al. [91] 2022 
Systematic review of 

ML IDS 
ML-based IDS, DL methods 

Various 

 

DL superior to 

traditional ML 

Increased 

computational 

complexity, 

changing attack 

nature, trade-offs 

between accuracy 

and false positives 
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3.6. Summary 

Chapter 3 presented a critical review of existing research on IDS, focusing on IoT 

networks. Both traditional ML and modern DL approaches were examined, highlighting 

their effectiveness, limitations, and applicability in resource-constrained IoT environments. 

The chapter also analyzed various feature selection techniques and their impact on model 

performance and computational efficiency. By systematically evaluating prior studies, key 

research gaps and challenges were identified, providing the foundation and motivation for 

the design of the proposed DL-based intrusion detection system presented in the following 

chapters.
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Chapter 4 

Proposed Deep Learning-Based IDS Architecture and Methodology 

4.1. Introduction 

This chapter presents the proposed Intrusion Detection System (IDS) architectures and 

the associated methodological framework developed in this doctoral research. In order to 

address both general network intrusion detection and realistic IoT-specific security 

challenges, two distinct yet conceptually related IDS architectures are proposed. Both 

architectures are derived from a unified detection pipeline; however, they differ in their 

feature selection strategies to accommodate the intrinsic characteristics of the datasets 

employed. 

The first architecture is designed using the NSL-KDD dataset and relies on Pearson 

correlation–based feature selection. This architecture primarily targets generalizability 

and benchmarking against established IDS solutions. The second architecture is tailored 

to realistic IoT environments using the RT-IoT2022 dataset and employs a hybrid feature 

selection strategy that combines Pearson correlation and Mutual Information to represent 

relationships among features that are linear as well as non-linear dependencies. This dual-

architecture design reflects a dataset-aware methodology and demonstrates adaptability 

to heterogeneous traffic characteristics. 

4.2. Global IDS Framework 

Despite their differences, both proposed architectures share a common global IDS 

framework composed of four fundamental stages: 

1. Data Preprocessing 

2. Feature Selection 
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3. Deep Learning Model 

4. Intrusion Classification and Decision Output 

This unified framework ensures methodological consistency while allowing flexibility in 

feature selection strategies. The modular design enables each component to be optimized 

independently without altering the overall detection logic. The materials and methodology 

of both architectures will be discussed in detail in the next section. 

4.3. Materials and Methodology 

This section describes the datasets and methodological framework used to develop the 

IDS implemented through a deep learning framework aimed at multi-class intrusion 

detection in IoT environments. 

4.3.1. NSL-KDD dataset 

The NSL-KDD dataset is an improved version of the widely used KDD Cup’99 dataset 

[46], in which several known limitations have been addressed by eliminating redundant 

and duplicate instances. Over the past decade, a significant proportion of intrusion 

detection studies have relied on the KDD Cup’99 dataset for performance evaluation [121]. 

NSL-KDD is publicly available in CSV and ARFF formats through the official website of 

the Canadian Institute for Cybersecurity2. In this study, the KDDTrain+ and KDDTest+ 

subsets, containing 125,973 and 22,544 records respectively, are employed. A summary of 

these datasets is presented in Figure 4.1, and the distribution of the different attack 

categories are illustrated in Table 4.1. 

 
2 https://www.unb.ca/cic/datasets/nsl.html 
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Figure 4.1. Details of the NSL-KDD dataset 

Class Attacks 

DoS 
'apache2', 'back', 'land', 'neptune', 'mailbomb', 'pod', 

'processtable','smurf', 'teardrop', 'udpstorm', 'worm' 

R2L 

ftp_write', 'guess_passwd', 'httptunnel', 'imap', 'multihop', 'named','phf', 

'sendmail', 'snmpgetattack', 'snmpguess', 'spy', 'warezclient', 

'warezmaster', 'xlock', 'xsnoop' 

Probe 'ipsweep', 'mscan', 'nmap', 'portsweep', 'saint', 'satan' 

U2R 
'buffer_overflow', 'loadmodule', 'perl', 'ps', 'rootkit', 'sqlattack', 'xterm' 

 

Table 4.1. Distribution of the different attack classes in the NSL-KDD dataset 

4.3.2. RT-IoT2022 dataset 

This research also employs the RT-IoT2022 dataset, an open-source dataset publicly 

available through the UCI Machine Learning Repository3. The dataset was constructed 

 
3 https://archive.ics.uci.edu/dataset/942/rt-iot2022 
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using extensive real-time network traffic collected from operational IoT devices deployed 

in realistic environments, including Amazon Alexa and MQTT-based systems. It 

represents network behavior using 83 input features and a single output label indicating 

the type of attack. The dataset comprises a total of 123,117 instances [122]. A detailed 

breakdown of normal and malicious traffic distributions is presented in Figure 4.2. 

 

Figure 4.2. Details of the RT-IoT2022 dataset 

4.3.3. Data Preprocessing 

Data preprocessing is a fundamental step in intrusion detection, as raw network traffic 

often contains heterogeneous features, noise, and inconsistencies that can negatively 

impact learning performance [123]. Proper data processing ensures reliable feature 

representation and improves the effectiveness of the proposed IDS. This module includes 

data normalization and one-hot encoding. 

4.3.3.1. Data Normalization 

Normalization serves as a key data preprocessing step in machine learning, whereby the 

values of numerical features are scaled to fall within a common range. This technique 
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ensures that all features contribute on a comparable basis while maintaining their relative 

relationships within the dataset. It is especially valuable when the original features display 

substantially different scales or ranges of variation [124]. Through this scaling process, 

normalization helps prevent features with larger absolute values from exerting a 

disproportionate influence on the learning algorithm. 

The Standard Scaler, which uses a normalized distribution that centers the data at 0 and 

scales it to a variance of 1, was used to normalize the dataset. This method's mathematical 

expression is given in the equation (1): 

 

𝑥̃ =
𝑥 − 𝑀𝐸𝐴𝑁

𝜎
 

 

(1) 

Here, 𝑥̃ represents the normalized feature, scaled to lie within the range [−1,1], while 

MEAN denotes the feature’s average value and 𝜎 corresponds to its standard 

4.3.3.2. One-Hot Encoding 

As artificial neural networks require exclusively numerical inputs, categorical (non-

numeric) features must undergo appropriate encoding [125]. To this end, one-hot encoding 

was employed to convert the categorical attributes of the datasets into binary form. 

Specifically, the protocol type, service, and fl ag features from the NSL-KDD dataset, 

as well as the proto and service features from the RT-IoT2022 dataset, were transformed 

into binary representations. Consequently, this encoding process expanded the original 

feature sets from 41 to 122 dimensions for the NSL-KDD dataset and from 83 to 95 

features for the RT-IoT2022 dataset, respectively. 
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4.3.4. Feature Selection 

Feature selection (FS) is a critical preprocessing step in the development of Intrusion 

Detection Systems (IDSs), aimed at identifying and retaining the most relevant and 

informative features from the often high-dimensional network traffic data while discarding 

redundant, irrelevant, or noisy attributes [113]. In the context of IDSs, where datasets 

commonly contain dozens to hundreds of features (e.g., basic, content-based, time-based, 

and host-based traffic characteristics), the application of feature selection techniques 

becomes essential. 

4.3.4.1. NSL-KDD dataset’s Feature Selection 

To reduce the dimensionality of the preprocessed dataset and mitigate redundancy, the 

Pearson correlation coefficient was employed as a filter-based feature selection method. 

This statistical measure evaluates the strength and direction of the linear relationship 

between each feature and the target variable (intrusion class label), producing correlation 

values ranging from −1 to +1. The absolute value of the coefficient indicates the degree 

of linear association: values close to ±1 signify a strong linear relationship (suggesting 

that one variable can be effectively predicted from the other using a linear model), whereas 

values near zero indicate the absence of any meaningful linear dependency between the 

variables. Features demonstrating either very weak correlation with the target or excessive 

correlation with other features were subsequently identified for potential removal, thereby 

enhancing computational efficiency and model generalization[126]. 

Using equation (2), the covariance and standard deviation are calculated to derive the 

Pearson correlation coefficient for each feature 𝑋𝑖 with respect to the target feature 𝑇. 
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𝜌𝑋𝑖 ,𝑇 =
𝑐𝑜𝑣 (𝑋𝑖 , 𝑇)

𝜎𝑋𝑖
𝜎𝑇

 

   

(2) 

Where:  

• 𝑋𝑖 is the feature i 

• 𝑇 is the target feature 

• 𝑐𝑜𝑣 is the covariance 

• 𝜎𝑋𝑖
 is the standard deviation of 𝑋𝑖 

• 𝜎𝑇 is the standard deviation of 𝑇 

A quartile-based analysis of Pearson correlation coefficients was employed to determine 

an appropriate threshold for feature selection [127]. Four cutoff values corresponding to 

the first through fourth quartiles (Q1 = 0.25, Q2 = 0.5, Q3, and Q4, where Q4 represents 

the full feature set) were systematically evaluated with respect to both classification 

performance and computational efficiency. Experimental results indicate no significant 

difference in predictive performance between Q1 and Q2, suggesting the existence of a 

performance plateau within this range. However, Q1 resulted in a slightly larger selected 

feature subset and incurred higher computational cost, with a training time of 96 seconds 

compared to 94 seconds for Q2. 

A similar pattern was observed for higher quartiles: Q3 and Q4 exhibited comparable 

performance to each other, yet both demonstrated inferior classification metrics relative 

to Q2. For instance, the full feature set (Q4) achieved an accuracy of 98.61%, whereas the 

Q2-based feature subset reached a substantially higher accuracy of 99.97%. This 

degradation at higher quartiles can be attributed to the inclusion of weakly correlated or 

redundant features, which introduce noise and adversely affect model generalization. 
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Based on these findings, a Pearson correlation threshold of 0.5 (Q2) was selected as the 

optimal cutoff. This threshold corresponds to a moderate-to-strong linear association with 

the target class according to conventional statistical interpretation and represents a 

balanced trade-off between maximizing predictive performance and minimizing 

computational overhead. By operating at the onset of the observed performance plateau, 

the chosen threshold achieves effective dimensionality reduction while enhancing 

classification accuracy and training efficiency. These properties are particularly 

advantageous for resource-constrained IoT environments and remain well aligned with the 

scale and characteristics of the NSL-KDD dataset. 

Figures 4.3 and Figure 4.4 provide a visual comparison of the quartile-based Pearson 

correlation thresholds in terms of predictive performance and computational efficiency, 

respectively. Figure 4.3 illustrates the variation in classification accuracy across Q1–Q4, 

highlighting a performance plateau between Q1 and Q2 and a noticeable degradation at 

higher quartiles. Complementarily, Figure 4.4 depicts the corresponding training time, 

emphasizing the increased computational cost associated with lower thresholds and larger 

feature subsets. Together, these figures support the selection of Q2 as the most balanced 

threshold. 
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Figure 4.3. Classification Accuracy as a Function of Quartile-Based Pearson Correlation 

Thresholds 

 

 

Figure 4.4. Training Time Variation Across Quartile-Based Pearson Correlation 

Thresholds 
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Algorithm 1 employs Pearson correlation to methodically remove features that exhibit 

weak linear relationships with the target variable, enhancing the efficiency of the proposed 

deep learning-based intrusion detection system for IoT networks. 

Algorithm 1: Feature Dropping 

Input: Original dataset, Target variable T, Threshold 

Output: Reduced dataset 

1:  for each Ci column in dataset do 

2:     if Abs(correlation(Ci , T)) <  threshold then 

3:        drop column Ci from dataset 

4:     End if 

5:  End for 

6: Return reduced dataset 

Following this process, 29 features were removed due to having a correlation score below 

0.5 with the target variable. Figure 4.5 shows both the eliminated and retained features. 

 

Figure 4.5. Histogram of numeric features included in the NSL-KDD dataset. Features 

selected are framed in red 
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4.3.4.2. RT-IoT2022 dataset’s Feature Selection 

To reduce the size of the preprocessed dataset, a two-step feature selection strategy was 

applied, combining Pearson correlation and Mutual Information (MI) measures. In this 

approach, features showing weak linear relationships with the target variable, as indicated 

by Pearson correlation, were first identified. Then, Mutual Information was used to 

capture nonlinear dependencies between features and the target, ensuring that only the 

most relevant features were retained. The thresholds for both methods were carefully 

adjusted through experimentation to balance the removal of irrelevant features with the 

preservation of critical information, ultimately improving the efficiency and effectiveness 

of the dataset for the subsequent deep learning-based intrusion detection model. Pearson 

correlation is calculated using the formula (2), whereas MI is computed using the formula 

(3). 

 

𝐼(𝑋; 𝑌) = ∑ ∑ 𝑃(𝑥, 𝑦)𝑙𝑜𝑔 (
𝑃(𝑥, 𝑦)

𝑃(𝑥)𝑃(𝑦)
)  

𝑦𝑥

 

   

(3) 

Where 

• 𝑃(𝑥, 𝑦) is the joint probability distribution of (X) and (Y) 

• (𝑃(𝑥)) is the marginal probability distribution of (X) 

• (𝑃(𝑦)) is the marginal probability distribution of (Y) 

The feature selection process was finalized by merging the results obtained from Pearson 

correlation and Mutual Information (MI). Features that exceeded the respective thresholds 

of 0.25 for Pearson correlation and 0.05 for MI were combined using a union operation. 

As outlined in Algorithm 2, this procedure reduced the original set of 94 features to 76, 

resulting in the dataset 𝑋selectedwith 123,117 instances. This selection effectively preserves 
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both linear and nonlinear relationships with the target variable, Attack_type. The 

threshold values were determined through extensive experimentation, with the chosen 

combination demonstrating the optimal performance for the subsequent deep learning-

based intrusion detection system. 

Algorithm 2: Combined Feature Selection 

Input: X(all features), y(Attack_type), corr_threshold=0.25, 

mi_threshold=0.05 

Output: X_selected 

1:  corr_scores ←  PearsonCorrelation(X,y) 

2:  mi_scores ← MutualInformation(X,y) 

3:  selected_by_corr ←{i||corr_scores[i]| > corr_threshold, i ∈ X} 

4:  selected_by_mi ← {i | mi_scores[i] >  mi_threshold, i ∈ X} 

5:  selected_features ← selected_by_corr ∪ selected_by_mi  

6:  X_selected ← X[:, selected_features] 

7:  Return X_selected 

4.4. Architecture I: Pearson Correlation–Based IDS (NSL-KDD) 

In this section, we present the first architecture of our proposed intrusion detection system 

(IDS), which leverages Pearson correlation for feature selection in the NSL-KDD dataset. 

This architecture provides a basis for evaluating the impact of correlation-based feature 

selection on the performance of deep learning models in detecting various types of network 

attacks. The workflow of this architecture is shown in Figure 4.6. 
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Figure 4.6. Workflow of the proposed Pearson Correlation–Based IDS (NSL-KDD) 

4.5. Architecture II: Hybrid Pearson–Mutual Information–Based IDS (RT-

IoT2022) 

IoT traffic data are characterized by complex, non-linear relationships resulting from 

device heterogeneity, dynamic communication patterns, and diverse attack behaviors. To 

effectively capture these relationships, a hybrid feature selection technique that combines 

Pearson correlation and Mutual Information is adopted. This architecture is specifically 

designed for realistic IoT environments. Figure 4.7 highlights the workflow of this 

architecture. 
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Figure 4.7. Workflow of the Hybrid Pearson–Mutual Information–Based IDS (RT-

IoT2022) 

4.6. Deep Neural Network Model 

A fully connected deep neural network (FC-DNN) is adopted in this work, as it represents 

the fundamental structure upon which artificial neural networks are built [128]. While 

certain neural network architectures are better suited to specific application domains—
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such as recurrent neural networks for natural language processing and convolutional neural 

networks for image-related tasks [129]—a fully connected model provides a general and 

flexible learning framework. In this architecture, input features are fed into the input layer, 

where each neuron is connected to all neurons in the subsequent hidden layer. This dense 

connectivity is maintained across successive hidden layers up to the output layer. 

4.6.1. Design of the Proposed DNN  

A fully connected deep neural network (FC-DNN) is utilized in the proposed intrusion 

detection system to assign RT-IoT2022 network traffic to one of ten classes, comprising 

normal traffic and nine distinct attack types. Two experimental scenarios are considered. 

First, the deep learning model is trained using the complete feature set consisting of 94 

attributes. In the second configuration, the model utilizes a reduced feature set of 76 

attributes obtained through a hybrid feature selection approach combining Pearson 

correlation (threshold of 0.25) and Mutual Information (threshold of 0.05). 

The network architecture remains identical in both configurations and includes an input 

layer corresponding to the selected feature dimensionality, followed by three hidden layers 

containing 10, 50, and 10 neurons, respectively, each employing the ReLU activation 

function. The output layer comprises ten neurons with a Softmax activation function to 

produce multi-class probability estimates. Architectural design choices and 

hyperparameters are determined empirically through iterative experimentation aimed at 

performance optimization. 

Model training is performed using the Adam optimization algorithm with categorical 

cross-entropy as the loss function. An early stopping mechanism is applied with a patience 

value of five and a minimum improvement threshold of 0.001. The dataset is divided into 

training, validation, and testing subsets following a 60–20–20 split to ensure robust 

performance evaluation. Although the training process allows up to 30 epochs, the model 
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generally converges within 15 to 22 epochs across multiple experiments, thereby preventing 

overfitting. A schematic illustration of the proposed DL model is shown in Figure 4.8. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.8. Design of the proposed FC-DNN 

4.7. Summary  

This chapter presented the design and methodology of the proposed deep learning-based 

intrusion detection system (IDS) for IoT networks. The chapter began by describing the 

global IDS framework, outlining the overall system architecture, workflow, and integration 

of feature selection with deep learning. The materials and methodology used for 

experimentation, including datasets and evaluation metrics, were also detailed. 
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Two IDS architectures were then introduced. Architecture I, based on Pearson correlation, 

was applied to the NSL-KDD dataset, while Architecture II combined Pearson correlation 

with Mutual Information in a hybrid feature selection approach for the RT-IoT2022 

dataset. Both architectures were designed to reduce feature dimensionality while 

maintaining high detection performance. 

The chapter also described the deep neural network (DNN) model, including its 

architecture, training procedure, and parameter settings, highlighting how it learns 

complex patterns in IoT network traffic. Overall, Chapter 4 established the methodological 

foundation and system design that underpin the experimental evaluation and results 

presented in Chapter 5. 
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Chapter 5 

Experimental Setup, Results and Discussion 

5.1. Introduction 

This chapter presents the experimental setup and evaluation methodology adopted to 

validate the effectiveness of the proposed intrusion detection system (IDS) architectures. 

The objective of the experimental analysis is to assess the detection performance, 

robustness, and generalization capability of the proposed models under both benchmark 

and realistic IoT traffic conditions. To this end, extensive experiments are conducted using 

two distinct datasets, namely NSL-KDD and RT-IoT2022, corresponding to the two 

architectures introduced in Chapter 4. 

5.2. Experimental Environment 

All experiments are conducted in a controlled software environment to ensure 

reproducibility and fair comparison. The proposed models are implemented using Python, 

leveraging widely adopted deep learning libraries such as TensorFlow and Keras. Data 

preprocessing and feature selection operations are carried out using standard scientific 

computing libraries. 

TensorFlow and Keras were used to implement the deep learning model, due to their 

flexibility and capability to efficiently process extensive datasets. Model development and 

training were conducted using Google Colab, which provided the required computational 

resources, including CPU-based execution. 
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5.3. Datasets and Experimental Scenarios 

5.3.1. NSL-KDD Experimental Scenario 

For the NSL-KDD dataset, two experimental scenarios are defined in order to analyze 

the effect of feature selection on intrusion detection performance. In the first scenario, 

the proposed IDS is trained and evaluated using the complete set of preprocessed 

features. In the second scenario, a reduced feature subset obtained through Pearson 

correlation–based feature selection is employed. This configuration allows for a direct 

assessment of dimensionality reduction on detection accuracy, false alarm rate, and 

model efficiency while maintaining comparability with existing IDS studies. 

5.3.2. RT-IoT2022 Experimental Scenarios 

For the RT-IoT2022 dataset, two experimental scenarios are considered. First, the DNN 

was trained and evaluated using the complete preprocessed feature set comprising 94 

features. In the second configuration, the model was trained on a reduced subset of 76 

features, selected through the hybrid filter approach combining Pearson correlation (with 

a threshold of 0.25) and Mutual Information (with a threshold of 0.05). These scenarios 

are designed to evaluate IDS performance under realistic IoT traffic conditions and to 

quantify the benefits of capturing both linear and non-linear feature dependencies. 

5.4. Data Splitting Strategy 

To ensure reliable and unbiased evaluation, the RT-IoT2022 dataset is partitioned into 

training, validation, and testing subsets using a 60–20–20 split [106]. The training set is 

used for model learning, the validation set for hyperparameter tuning and early stopping, 

and the testing set for final performance evaluation. For the NSL-KDD dataset, the 

standard KDDTrain+ and KDDTest+ subsets are utilized, enabling fair comparison with 

existing approaches reported in the literature. 
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5.5. Evaluation Metrics 

In general, to evaluate the detection accuracy of an intrusion detection system (IDS), the 

following metrics are commonly employed: 

— True Positive (TP): This metric represents the number of attack connections that 

are correctly detected and classified by the model. 

— True Negative (TN): This measure indicates the number of normal instances that 

are correctly predicted and classified as legitimate traffic. 

— False Positive (FP): This metric corresponds to the number of normal connections 

that are incorrectly classified as attack instances by the model. 

— False Negative (FN): This measure represents the number of attack connections 

that are incorrectly predicted and classified as normal traffic by the model. 

These measures constitute the fundamental components of the confusion matrix, which is 

typically used to summarize the performance of a binary classification model, as illustrated 

in the table below. 

 Predicted Classes 

Normal traffic Attack 

Actual Classes 
Normal traffic TN FP 

Attack FN TP 

 Table 5.1. Confusion Matrix 

In this study, four primary evaluation metrics are employed, namely Accuracy, Precision, 

Recall, and F1-score. Correct and incorrect classifications are denoted as true (T) and 

false (F), respectively, while positive (P) and negative (N) correspond to abnormal and 
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normal traffic as predicted by the IDS. Accordingly, each data instance in the dataset is 

categorized as either TP, TN, FP, or FN.  

Accuracy is computed as the ratio of correctly classified instances to the total number of 

samples, as formally defined in equation (4). 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
     (4) 

Precision measures the proportion of instances correctly predicted as positive relative to 

the total number of instances classified as positive. Its computation is formally defined 

in equation (5). 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
       (5) 

Recall (also known as sensitivity or true positive rate) represents the proportion of actual 

positive instances that are correctly identified by the model. It is defined as the ratio of 

true positives to the total number of positive instances in the dataset and is computed 

according to equation (6) 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
                                (6) 

The F1-score provides a balanced measure of a model's performance by computing the 

harmonic mean of precision and recall. It is particularly useful when seeking a single metric 

that effectively trades off between these two complementary evaluation criteria. The F1-

score is calculated according to equation (7) 

𝐹1 − 𝑠𝑐𝑜𝑟𝑒 =
2×𝑅𝑒𝑐𝑎𝑙𝑙×𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛

𝑅𝑒𝑐𝑎𝑙𝑙+𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛
    (7) 
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5.6. Training Configuration 

Model training is conducted using the Adam optimization algorithm with categorical 

cross-entropy as the loss function. Early stopping is employed to mitigate overfitting, with 

a patience value of five epochs and a minimum validation loss improvement threshold of 

0.001. The maximum number of training epochs is set to 30; however, convergence is 

typically achieved between 15 and 22 epochs. Hyperparameters, including learning rate 

and hidden layer sizes, are selected empirically through iterative experimentation to ensure 

stable convergence and optimal detection performance. 

5.7. Experimental Results and Discussion 

The following section presents and analyzes the experimental results obtained from 

evaluating the proposed fully connected deep neural network (FC-DNN) models on the 

two benchmark datasets used throughout this research: NSL-KDD and RT-IoT2022. The 

primary objective is to assess the effectiveness of the developed intrusion detection 

approach, with particular emphasis on the impact of the applied feature selection 

strategies on classification performance, computational efficiency, and suitability for real-

world deployment. Results are reported using standard multi-class classification metrics 

— accuracy, precision, recall, and F1-score — calculated on independent test sets. Detailed 

performance comparisons are provided between models trained on the full feature sets and 

those utilizing the reduced feature subsets obtained through Pearson correlation and 

Mutual Information-based selection methods, enabling a comprehensive evaluation of the 

trade-offs between dimensionality reduction and predictive capability. 

5.7.1. Pearson Correlation–Based IDS (NSL-KDD) 

Table 5.2 summarizes the performance of the fully connected deep neural network (FC-

DNN) when trained on the NSL-KDD dataset, comparing the configuration using the 
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complete set of 41 features (without feature selection) against the reduced feature subset 

obtained through Pearson correlation-based feature selection. 

M etric Performance of the proposed solution 

Without FS W ith FS 

Training time 127 s 94 s       (< 33 s) 

Precision (%) 97.72 99.96    (> 2.24) 

Recall (%) 98.61 99.96     (> 1.35) 

F1 score (%) 98.16 99.60     (> 1.44) 

Accuracy (%) 98.61 99.97     (> 1.36) 

Table 5.2. Performance of the Proposed Pearson Correlation-Based IDS 

The application of feature selection resulted in a substantial reduction in training time, 

decreasing from 127 seconds to 94 seconds (a reduction of more than 33 seconds, equivalent 

to ≈26% faster training). More importantly, the feature selection approach led to 

consistent and considerable improvements across all classification metrics on the test set. 

Precision increased from 97.72% to 99.96% (+2.24 percentage points), recall improved 

from 98.61% to 99.96% (+1.35 points), F1-score rose from 98.16% to 99.60% (+1.44 

points), and overall accuracy advanced from 98.61% to 99.97% (+1.36 points). 

These results demonstrate that the Pearson correlation-based feature selection not only 

significantly reduced computational cost but also markedly enhanced the model's 

discriminative power, leading to near-perfect classification performance on the NSL-KDD 

benchmark dataset. 

To evaluate the performance of the proposed IDS on different types of network traffic, 

per-class metrics including Precision, Recall, and F1 Score were computed. The results 

for each class are summarized in Table 5.3. 
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Metrics Precision Recall F1 score 

Dos 0.998 0.998 0.998 

Normal 0.995 0.997 0.995 

Probe 0.981 0.998 0.989 

R2L 0.97 0.975 0.972 

U2R 0.94 0.962 0.95 

Table 5.3. Per-Class Performance Metrics for the NSL-KDD-Based Solution 

The IDS model shows excellent performance across all classes, achieving very high 

precision, recall, and F1 scores for the majority of attack types. 

• DoS and Normal classes: These classes demonstrate near-perfect results (F1 

scores ≥ 0.995), indicating that the model is highly effective in distinguishing 

between normal traffic and Denial-of-Service attacks. This is likely due to the 

relatively large number of instances available for these classes in the NSL-KDD 

dataset. 

• Probe class: The Probe attacks also achieve strong results (F1 score = 0.989), 

reflecting that the model can reliably detect reconnaissance activities. 

• R2L and U2R classes: These two classes show comparatively lower performance 

(F1 scores of 0.972 and 0.950, respectively). This reduction is primarily due to the 

class imbalance problem in the NSL-KDD dataset, where R2L and U2R attacks 

are significantly underrepresented. The limited number of samples makes it more 

challenging for the model to generalize and accurately classify these attacks. 

Overall, the evaluation demonstrates that while the proposed IDS performs exceptionally 

well for common attack types, additional strategies such as data augmentation, 

oversampling, or cost-sensitive learning could further improve detection rates for rare 

attack classes like R2L and U2R. 
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5.7.2. Hybrid Pearson-Mutual Information-Based IDS (RT-IoT2022) 

To assess the impact of the proposed feature selection (FS) mechanism, we evaluated key 

performance metrics, including Training Time, Precision, Recall, F1 Score, and Accuracy, 

both with and without feature selection. The results are summarized in Table 5.4. 

M etric 
Performance of the proposed solution 

W ithout FS W ith FS 

Training time 181 s 153 s     (< 28 s) 

Precision 99.42 99.51    (> 0.09) 

Recall 99.39 99.50     (> 0.11) 

F1 score 99.40 99.50     (> 0.1) 

Accuracy 99.39 99.50    (> 0.11) 

Table 5.4. Performance of Hybrid Pearson-Mutual Information-Based IDS  

The results show that integrating feature selection into the hybrid Pearson-mutual 

information-based IDS improves both effi ciency and performance : 

• Training Time: The use of feature selection reduces training time by 28 seconds, 

indicating that fewer features lead to faster model training without compromising 

detection capability. 

• Detection Performance: Precision, Recall, F1 Score, and Accuracy all show 

slight but consistent improvements (0.09–0.11%). These gains, although 

numerically small, reflect more accurate classification across the dataset. 

Overall, these results demonstrate that feature selection not only accelerates training but 

also slightly enhances detection performance, making the IDS more efficient and reliable. 

To provide a clearer view of the FC-DNN’s training behavior, Figure 5.1 illustrates the 

training and validation accuracy and loss curves for both experimental setups, with and 

without feature selection (FS). The curves show the model’s convergence over 18 epochs 
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for 94 features and 22 epochs for 76 features, demonstrating how feature selection 

influences both performance and stability. The use of early stopping (patience = 5, 

min_delta = 0.001) ensures optimal generalization, with validation metrics closely 

following training trends, highlighting the reliability and robustness of the proposed IDS. 

 

(a) 

 

(b) 

Figure 5.1. Evolution of training and validation accuracy in the FC-DNN architecture: 

(a) incorporating feature selection and (b) using the full feature set 

Table 5.5 reports the confusion matrix illustrating the classification performance of the 

proposed FC-DNN model for the various attack types of the RT-IoT2022 dataset. 
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Table 5.5. Confusion Matrix of the Proposed FC-DNN’s performance 

To comprehensively assess the effectiveness of the proposed model, we conducted a 

comparative study against the results reported in [130], which investigated the 

performance of a variety of machine learning and deep learning algorithms for intrusion 

detection. The classifiers examined in that study included Deep Autoencoder (AE), Long 

Short-Term Memory (LSTM), Multi-Layer Perceptron (MLP), Linear Support Vector 

Machine (L-SVM), Quadratic Support Vector Machine (Q-SVM), Linear Discriminant 

Analysis (LDA), and Quadratic Discriminant Analysis (QDA). 

The comparative evaluation clearly highlights the superior performance of our proposed 

solution (PS) relative to these models. Specifically, our model achieved precision scores of 

99.42% without feature selection (FS) and 99.51% with FS, demonstrating a consistent 

improvement when FS is applied. In comparison, the other methods yielded significantly 
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lower precision rates: AE (87.85%), LSTM (82.34%), MLP (85.05%), L-SVM (86.77%), 

Q-SVM (87.22%), LDA (80.82%), and QDA (78.26%). 

These results underscore the proficiency of the proposed DL-driven intrusion detection 

system in achieving accurate threat detection, particularly when enhanced with feature 

selection. For a clearer understanding of these differences, Figures 5.2 and Figure 5.3 

provide visual comparisons of the precision and accuracy scores achieved by our model 

alongside those obtained by both deep and traditional (shallow) classifiers. The figures 

highlight the substantial gains in predictive performance, demonstrating that the proposed 

solution not only outperforms conventional machine learning techniques but also offers 

improvements over other deep learning architectures. 

 

 Figure 5.2. Evaluation of precision scores for the proposed solution (PS) and 

competing deep and shallow models 
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Figure 5.3. Evaluation of accuracy scores for the proposed solution (PS) and competing 

deep and shallow models 

5.8. Limitation and Future Work 

Although the proposed deep learning-based intrusion detection system (IDS), enhanced 

with dual statistical feature selection, demonstrates high accuracy, efficiency, and 

robustness on the RT-IoT2022 dataset, several limitations must be acknowledged. 

Limitations: 

1. Static Feature Selection Thresholds: The current approach relies on 

empirically determined static thresholds for feature selection. While these 

thresholds proved effective on the chosen dataset, they may not generalize well to 

other IoT datasets with different distributions, feature correlations, or attack 

characteristics. This could limit the IDS’s adaptability in heterogeneous IoT 

environments, where traffic patterns and attack vectors can vary significantly. 

2. Fixed Neural Network Architecture: The FC-DNN used in this study employs 

a fixed structure (10-50-10-10 neurons). Although this architecture provides strong 

classification performance, it may not fully capture the temporal or spatial 

dependencies present in IoT network traffic. As a result, certain sequential or 



CHAPTER 5. EXPERIMENTAL SETUP, RESULTS AND DISCUSSION 

 
72 

 

context-dependent attacks could be less effectively detected, particularly those 

requiring analysis of packet sequences or patterns over time. 

3. Limited Evaluation Scope: The experimental evaluation was conducted solely 

on a single benchmark dataset. While this allows for controlled comparison with 

existing methods, it restricts the ability to assess the model’s performance in real-

world IoT scenarios, which often involve dynamic traffic, device heterogeneity, and 

evolving attack strategies. Consequently, the generalizability of the proposed IDS 

to diverse or unforeseen network conditions remains uncertain. 

Future Work: 

To address these limitations and further strengthen the proposed IDS, several avenues for 

future research are suggested: 

1. Adaptive Feature Selection M echanisms: Implementing dynamic or data-

driven thresholding strategies for feature selection could improve the system’s 

flexibility across different datasets. Techniques such as percentile-based cutoffs, 

adaptive mutual information thresholds, or automated threshold tuning could help 

maintain high detection accuracy in varied IoT environments. 

2. Exploration of Advanced Neural Architectures: Investigating alternative 

deep learning architectures could enhance the model’s ability to capture complex 

patterns. For instance, Convolutional Neural Networks (CNNs) could extract 

spatial correlations among features, while Recurrent Neural Networks 

(RNNs) or Long Short-Term M emory (LSTM ) networks could model 

temporal dependencies in sequential traffic data. Hybrid architectures combining 

CNNs and RNNs may offer even greater potential for detecting sophisticated and 

context-dependent attacks. 
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3. Extensive M ulti-Dataset Evaluation: Expanding the experimental evaluation 

to include multiple IoT benchmark datasets and real-time network traffic 

simulations would provide a more comprehensive assessment of the IDS’s 

robustness. Testing the model against evolving and previously unseen attack types 

would validate its generalizability and practical applicability in real-world IoT 

deployments. 

4. Integration with Real-Time Systems: Future research could also explore 

deployment in live IoT environments, focusing on computational efficiency, 

scalability, and low-latency detection to ensure the IDS can operate effectively 

under real-time constraints. 

By addressing these limitations, future work can enhance the adaptability, robustness, and 

practical utility of deep learning-based IDS solutions, moving closer to resilient security 

mechanisms for the increasingly complex IoT landscape. 

5.9. Summary 

This chapter presented a comprehensive evaluation of the proposed intrusion detection 

system (IDS) architectures through extensive experiments on the NSL-KDD dataset. The 

per-class analysis of the first architecture demonstrated excellent performance for well-

represented classes, such as DoS, Normal, and Probe, while highlighting the challenges of 

detecting rare attacks like R2L and U2R due to class imbalance. 

For the second architecture, the impact of feature selection was clearly demonstrated. 

Incorporating feature selection reduced training time and provided slight but consistent 

improvements in all key performance metrics, including precision, recall, F1 score, and 

accuracy. Training and validation curves confirmed stable convergence and robust 

generalization, supported by the early stopping mechanism. 
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Furthermore, a comparative study with existing machine learning and deep learning 

classifiers illustrated the superiority of the proposed solution, with precision and accuracy 

significantly higher than those of traditional and deep learning-based models. 

Overall, the experimental results validate the effectiveness, efficiency, and robustness of 

the proposed IDS, highlighting that combining deep learning with feature selection 

enhances detection performance and provides a reliable approach for intrusion detection 

in imbalanced network datasets. 
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General Conclusion 

The exponential proliferation of the Internet of Things (IoT) has transformed modern life, 

allowing heterogeneous devices to connect seamlessly across different application domains. 

While IoT systems offer significant benefits in healthcare, smart homes, industrial 

automation, and transportation, they also introduce unique security challenges due to 

their heterogeneous, resource-constrained, and widely distributed nature. Intrusion 

detection systems (IDSs) have emerged as a crucial defense mechanism for safeguarding 

IoT networks against increasingly sophisticated cyberattacks. However, the high-

dimensionality of IoT network data, coupled with imbalanced datasets and evolving attack 

patterns, continues to pose significant challenges for traditional IDS approaches. 

This thesis addressed these challenges by developing a deep learning-based IDS enhanced 

with a hybrid feature selection framework, designed to improve detection accuracy while 

maintaining computational efficiency in IoT environments. The study combined rigorous 

theoretical foundations, methodological innovation, and extensive experimentation to 

propose a robust and adaptable solution for IoT security. 

Summary of Contributions 

The primary contribution of this research is the design and implementation of a novel two-

stage feature selection framework integrated with deep neural networks (DNNs) to 

enhance intrusion detection performance. Specifically, the study: 

1. Developed a dual-stage feature selection methodology combining Pearson 

correlation and Mutual Information, enabling the identification of the most relevant 

features for intrusion detection while reducing dimensionality and computational 

cost. This approach preserves interpretability and improves the efficiency of the 

subsequent learning process. 
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2. Designed optimized deep learning architectures tailored for IoT network traffic, 

including a fully connected deep neural network capable of learning complex 

patterns across high-dimensional data. Two experimental architectures were 

developed: 

o Architecture I: Pearson correlation-based IDS applied to the NSL-KDD 

dataset. 

o Architecture II: Hybrid Pearson–Mutual Information-based IDS applied 

to the RT-IoT2022 dataset. 

3. Integrated feature selection with deep learning models, demonstrating that the 

combination of statistical selection techniques and DNN architectures enhances 

both detection performance and computational efficiency. 

4. Conducted comprehensive experimental evaluations, including per-class analysis, 

performance metrics (accuracy, precision, recall, F1 score), and comparisons with 

existing machine learning and deep learning classifiers. The results confirmed the 

superiority of the proposed IDS over conventional and state-of-the-art approaches. 

5. Provided critical insights into model behavior and practical applicability, including 

the impact of dataset imbalance on rare attack classes (R2L and U2R), the benefits 

of feature selection in reducing training time, and the ability of DNN models to 

generalize to complex attack patterns. 

Key Findings 

The experimental results provide several important insights: 

• High detection performance: The proposed IDS achieved excellent performance 

across all evaluated datasets, with overall accuracy and F1 scores exceeding 99% 

in the majority of experiments. Notably, the integration of feature selection 
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consistently improved model performance while reducing computational 

requirements. 

• Impact of feature selection: Dual feature selection effectively reduced the 

number of input features without compromising detection accuracy. This led to 

faster training times and lower computational overhead, demonstrating that 

dimensionality reduction can significantly improve the efficiency of deep learning-

based IDSs in resource-constrained IoT environments. 

• Handling class imbalance: While the model performed exceptionally well for 

well-represented attack classes, performance for rare attack types (R2L and U2R) 

was slightly lower due to dataset imbalance. This highlights the need for specialized 

strategies, such as oversampling, cost-sensitive learning, or adaptive thresholding, 

to improve detection of underrepresented attack types. 

• Comparative advantage: When compared to existing machine learning and deep 

learning approaches, the proposed IDS outperformed traditional classifiers such as 

SVM, LDA, QDA, and shallow neural networks, as well as deep learning models 

like LSTM and autoencoders. This demonstrates the effectiveness of combining 

statistical feature selection with deep learning for IoT intrusion detection. 

Limitations 

Despite the promising results, certain limitations must be acknowledged: 

1. Static thresholds for feature selection: The current dual statistical framework 

relies on empirically determined thresholds, which may not generalize optimally 

across all IoT datasets with different characteristics or emerging attack patterns. 

2. Fixed neural network architecture: The DNN architecture employed a 

predetermined structure (10–50–10–10 neurons), which may not fully capture 
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temporal or spatial dependencies in IoT network traffic, particularly for sequential 

or context-dependent attacks. 

3. Evaluation on limited datasets: The experimental evaluations were performed 

primarily on NSL-KDD and RT-IoT2022 datasets, limiting the ability to assess 

real-world generalizability. Dynamic traffic patterns, device heterogeneity, and 

novel attack types in operational IoT networks may pose additional challenges. 

Future Directions 

Several avenues for future research emerge from this study: 

1. Adaptive feature selection: Implementing dynamic, data-driven thresholding 

mechanisms could enhance flexibility across datasets and improve detection 

performance in heterogeneous IoT environments. 

2. Advanced neural architectures: Exploring convolutional neural networks 

(CNNs) for spatial feature extraction, recurrent neural networks (RNNs) or long 

short-term memory networks (LSTMs) for temporal dependencies, and hybrid 

architectures could improve detection of complex attack patterns. 

3. M ulti-dataset and real-time evaluation: Expanding experimental evaluations 

to include multiple IoT benchmark datasets and real-time network traffic 

simulations would validate the robustness and scalability of the proposed IDS 

against evolving threats. 

4. Real-world deployment: Integrating the proposed IDS into live IoT 

environments to assess performance under real-time constraints, resource 

limitations, and large-scale deployment scenarios. 

In summary, this thesis presents a robust, efficient, and high-performing deep learning-

based IDS for IoT networks, demonstrating that the combination of dual feature selection 

and deep neural networks can effectively address key challenges in IoT security. The 
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research contributes both methodological innovations and practical insights, providing a 

foundation for future improvements in intrusion detection systems. The study confirms 

that intelligent feature selection and optimized deep learning architectures are critical for 

designing IDSs capable of operating efficiently in the increasingly complex and dynamic 

landscape of IoT networks. 
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